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SECURITY 
CONSIDERATIONS 
WHEN USING 
TECHNOLOGY
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Chief Information Officer

Phone:615-916-2729

Email: sasmus@gcfa.org

1908 Grand Ave. Nashville, TN 37212

www.UMCSupport.org
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A little bit about me:

Å Iõm from Nebraska (#GBR)

Å I moved to Nashville in 2010

Å This is my 31st year in technology

Å Iõm a generalist ð I know a little about a lot of 

things

Å My expertise is with cyber security and data

Å My superpower is translating tech speak into 

English

Å I         Excel

Å Zero pets, 1 husband, 2 daughters, 3 plants

Å My SEC team is Auburn (#wareagle) 

The 

Omaha 

Christmas 

Blizzard - 

2009
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Rob Jett, Technology Services Director

Rob Jett, joined GCFA April 2024.  He is responsible for 

customer relationship management, IT service 

management and endpoint equipment sales & support.  

Rob is an Ole Miss graduate with a passion for technology 

and problem-solving. He brings a wealth of experience 

from his previous technology leadership roles.  Outside of 

work, Rob enjoys golfing, fishing, and attending live music 

concerts.

Technology Leadership Team

Josh Wallin, IT Operations Director

Josh joined GCFA in October of 2022. He resides 

Idaho and has 15 years of IT management 

experience supporting domestic and international 

teams. Josh and his team at GCFA support our 

customersõ IT projects, onboarding, and 

infrastructure needs, such as your managed servers 

and networks. When not leading his team and 

supporting our IT customers, Josh enjoys spending 

time outdoors and all things sports.
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Adam Fahey, Enterprise Applications Manager

Adam is not a new name to many of our IT Support 

customers. He has been with GCFA since 2012. Before 

officially joining GCFA, Adam worked as a GP consultant 

with Tribridge serving GCFA. He supports our ERP systems 

and integrations such as Microsoft Great Plains, Donor 

Direct, and Jet Reports. When not working, Adam enjoys 

walking his dog, watching sports, and hiking/camping.



Introduction

As a Technology Managed Service Provider (MSP), 

we are like the tech-savvy guardian angel for 

organizations of the United Methodist Church. We 

swoop in, armed with keyboards and coffee, to keep 

your digital kingdom running smoothly. Hereõs the 

lowdown:

Whatõs an MSP Anyway?

ÅWeõre the ones who handle all things tech so that 

our customers, UMC organizations including GCFA, 

can focus on what really matters: the mission of the 

United Methodist Church.
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Å Area Conference Office Manager: òWe 

have had a wonderful experience using 

GCFA for our IT service needs. First, we 

save almost 70% a month in billing. 

Second, we get quick response, and the 

team has gone above and beyond in 

onboarding us and getting us acclimated 

to the new environment.

Å Area Conference IT Specialist:  "As I've 

come to usually expect, I had a great 

experienceworking with the GCFA 

Support Team.  They were quick to 

respond when our server crashed.... The 

Team worked with me in a collaborative 

fashion é and we were operational again 

within a relatively short time."

PAGE : 6NEW TREASURER TRAINING -  2026

Our Ministry
We focus on 

technology 

administration so 

YOU can focus on 
ministry



We ALL must protect UMC 

from data loss due to misuse, 

disclosure, fraud or destruction
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Agenda

o Module 1:  AI Safety (30 minutes)

o Technology Security Considerations

o Module 2:  Internet Access & Safety (10 minutes)

o Module 3:  Computer Safety (10 minutes)

o Module 4:  Email & File Security (10 minutes)

o Module 5:  Cloud Apps & Third-Parties (10 minutes)

o Module 6:  Privacy & Data Security (10 minutes)

o BONUS:  Security Awareness Training (10 minutes)



Module 1:  AI Safety 

Who Uses AI Today?
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Overview Of AI
AI refers to the simulation of human 
intelligence in machines that are 
programmed to think and learn.
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Examples Of AI
In Everyday Life ÅSiri & Alexa

Virtual Assistance 

ÅNetflix & Amazon
Recommendations Systems

ÅDiagnostic Tool & Personalized Treatment Plans
AI In Healthcare

ÅFraud Detection & Credit Scoring
AI In Finance

Virtual Meeting Assistants
ÅZoom & MS Teams
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Other Acronyms

Natural Language 
Processing

Larger Language 
Models

Generative AI
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Understanding
AI Safety
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Why Does AI Safety Matter

Potential benefits of AI: 
ÅEfficiency
ÅAccuracy
ÅAbility to handle large datasets
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Considerations

E
xa

m
p

le
s

Bias in AI algorithms 
affecting hiring processes

Importance of ethical AI:
Ensuring AI benefits all 
and does not harm
 

Privacy issues with facial 
recognition technology
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Key Safety 
Guidelines for 
Employees
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Content Generation

As an AI user, you are 
required to review all 
AI-generated content 
before dissemination.

Reviewers should assess 
trademark or copyright 
infringement possibilities, 
accuracy, relevance, and 
potential biases.
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Data Privacy & Security
You can only input publicly available data into AI tools.

Educate yourself on safe 
data sharing practices & 
reach out to your IT or 
UMC Support for help.

As needed, implement 
encryption, access controls, 

and anonymization 
techniques.

¢ƘŜ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ 
confidential or sensitive 
data should NEVER be 

input into AI tools.
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You will regularly monitor 
and address any biases 
that emerge during AI 

usage.

You need to ensure that the AI 
models you are using are 
trained on diverse and 
representative data.

You will educate yourself 
about potential biases and 

limitations

Bias & Fairness

As an AI user
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Users should 
understand how AI 
decisions are made

Clear 
documentation 
of AI processes

Mechanisms for 
users to challenge 

AI decisions

Transparency & Accountability

Ensuring accountability in AI decision-making: 
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Transparency & Accountability Cont.

As an AI user, you are responsible for:

Clearly communicating 
when AI systems are in 

use.

Provide explanations for 
AI-generated decisions 

where feasible.

Maintaining an audit trail 
of your AI activities.
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Guidelines for safe AI implementation

Å Leverage GCFA Artificial Intelligence 
Usage Rules Template

Å Adherence to ethical guidelines

Å Regular monitoring and evaluation of 
AI systems

Contract reviews of AI 
tools/products to 
understand how data 
is used

Setting policies for AI use

Implementing Safe 
AI Practices

Role of administrators in ensuring AI safety:

Å Providing training and 
resources for staff
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Best Practices For 
Ethical AI Use
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General Guidelines

Ensure 
transparency in AI 

operations

Regularly audit AI 
systems for bias and 

fairness

Protect user data with 
robust security 

measures
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Specific Rules For Organizations
Develop and enforce an AI ethics 
policy

Provide training on AI safety for all 
employees
Å Establish a clear process for reporting and addressing 

AI-related issues 
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Promote Inclusivity
Involve diverse teams in AI 
development

Ensure AI systems are accessible to 
all users
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Continuous Improvement
Regularly update AI systems based on 
feedback and new research

Stay informed about the latest 
developments in AI ethics and safety
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Protecting Personal 
Data With Meeting 
Recording AI Tools
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Best Practices For Data Protection
o Select Secure AI Tools

o Limit Access

o Educate Participants

o Monitor Activity

o Update Software
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Questions?
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We ALL must protect UMC 

from data loss due to misuse, 

disclosure, fraud or destruction
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Agenda

o AI Safety (30 minutes)

o Technology Security Considerations

o Module 2:  Internet Access & Safety (10 minutes)

o Module 3:  Computer Safety (10 minutes)

o Module 4:  Email & File Security (10 minutes)

o Module 5:  Cloud Apps & Third-Parties (10 minutes)

o Module 6:  Privacy & Data Security (10 minutes)

o BONUS:  Security Awareness Training (10 minutes)



²ƘŀǘΩǎ ŀǘ Risk?

Diminished 
Ministry Services

Data Breach & 
Data Loss

Negative 
Financial Impact
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Consulting Services

Technology Policy Manual:

Å Technology Acceptable Use

Å Artificial Intelligence

Å Access Control

Å Incident Response

Å Awareness and Training

Å Data Retention

Å Others TBD

LŘŜƴǘƛŦȅ ŀƴŘ ŀǎǎŜǎǎ ǾǳƭƴŜǊŀōƛƭƛǘƛŜǎ ƛƴ ǘƘŜ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ 
data and information assets.

Provide actionable recommendations to mitigate 
identified risks.

Develop and implement cybersecurity policies and 
procedures.

9ƴƘŀƴŎŜ ǘƘŜ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ ŀōƛƭƛǘȅ ǘƻ ƛŘŜƴǘƛŦȅΣ ǇǊƻǘŜŎǘΣ 
detect, respond to, and recover from cybersecurity 
incidents.

01

02

03

04

Cybersecurity Assessment
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Module 2:  
Internet Access 
& Safety


